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Helping Queenslanders Build Better
Role Identification

Title


Security Administrator
Classification

AO6 



Permanent Full-time position

Section 
Business Services Division, Information Services 
Location

Brisbane

About this role

The purpose of the Security Administrator role is to provide development, support, administration and maintenance of all areas of Information Services security throughout BSA, including monitoring and improving the security as required.

The Business Services Program comprises four divisions: Human Resource Services, Finance, Information Services, and  Administration.
The program focuses on the development, implementation and evaluation of policies, systems and practices which assist BSA to achieve its goals. These objectives are pursued in partnership with the other programs with a focus on continuous improvement.

BSA IT Environment
 
The main corporate application is an in-house developed Contractor Management System (CMS). Currently there are over 300 CMS users. Other corporate applications include Finance One and Aurion.
 
The office environment is a Windows 2003 domain with Microsoft Exchange and Microsoft Office Sharepoint Services (MOSS). The standard operating environment (SOE) comprises Windows XP, Office 2003 professional and Symantec End Point Security and a number of standard applications such as Adobe. Electronic records and document management are performed using Meridio and K2 Workflows.  
 
Computer hardware on site is predominantly HP with Cisco network devices. BSA has nine regional offices that are connected to Head office via GWIP/GBIP connections.
The aim of this role is to:
1. Manage information security standards implemented within BSA to comply with the Queensland Government’s Information Architecture Standard on Information Security. 
2. Work with System Administrators in the implementation and monitoring of BSA data access, email virus protection, data integrity, spam prevention, filtering, and remote security access.

3. Ensure compliance to the Information Security Policy and Standards of the BSA.

4. Work with IS Management and external providers in planning, development and implementation of security policies across multiple platforms.
5. Advise IS Management of potential problems or suggested improvements relating to the support of the BSA’s IT Network, Systems and Security. 

6. Monitor new projects to ensure that security issues and impacts are considered.

7. Manage projects, including developing briefs and plans, and providing regular project reports to the Manager, Information Services, specifically including areas of Information Security, Information Privacy, Disaster Recovery and Business Continuity Planning.

8. Ensure IT polices, procedures and other relevant documentation is maintained and kept up to date. 

9. Adhere to BSA policies, standards and procedures and contribute to the development of standards and procedures that relate to the security on Information Services facilities at BSA.

10. Facilitate Disaster Recover and Business Continuity Plans.

11. Provide input into the ICT Strategic Plan and ICT Policy and Standards development on aspects relating information security and associated information security infrastructure.

The ideal candidate will have:
1. Proven experience and knowledge in the security of contemporary information systems and information technology environments including a thorough knowledge of current IS industry security standards, frameworks and policies.

2. Analytical and problem solving abilities for identifying, defining and solving technical and operational problems in an information technology support environment.

3. High level project management skills.
4. Skills in communicating, consulting, negotiating and developing and maintaining effective relationships especially with co-workers and senior management
Other Information
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On 1 July 2008 the Queensland Building Services Employing Office (QBSEO) was established to provide employees to undertake work for the BSA under a Work Performance Arrangement signed by the BSA and the QBSEO. This Arrangement documents the means by which the QBSEO provides employees for the exclusive use and benefit of the BSA in order to carry out the legislative functions and operational responsibilities of the BSA.  

Additional benefits

You will receive generous superannuation through QSuper (www.qsuper.qld.gov.au) annual leave loading, 10 days sick leave per year, 20 days annual leave per year, access to flexible leave arrangements (including variable working hours), training and career advancement opportunities.
How to apply

We’d like you to provide three pieces of information, to assess initially your suitability for this role:
1. An application cover sheet, attached.
2. Your current resume, outlining your previous work or voluntary experience and any other information that is relevant to this role. 
3. A covering letter of no more than two pages addressing how you meet the ideal candidate requirements.

Please email this information and quote Vacancy Reference Number BSA 10/09 to Job.Vac@bsa.qld.gov.au or send it to:

Vacancy Processing Officer

Human Resources

Building Services Authority

GPO Box 5099
Brisbane Q 4001

Applications close Monday 09 March 2009 and remain current for 12 months.
For further information regarding the position or associated selection process, please contact David Elkin, Manager Information Services on (07) 32252940
For general information about BSA visit our web site:  www.bsa.qld.gov.au
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